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LENS ASSEMBLY

Tamron lens with focal |

length of 3.5 to 8 millime- \

ters and aperture setting -l

range of f/1.4 to £/90. &
ZOOM

ADJUSTMENT: - --eeeeeee

FOCUS
ADJUSTMENT......£8
AUTO IRIS MOTOR HOUSING
Opens and closes the iris ac-
cording to instructions from
the iris control board.
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IMAGING SENSOR

A chip called a charge-
coupled device, or CCD,
captures the image the
camera “sees” by register
ing the location, color and
intensity of light focused
by the lens.

CIRCUIT BOARD :-vsereesrmseers™™ )
CONNECTOR PINS «++eoeeeeeeeet
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VIDEO DISPLAY CHIP
Receives the image data from the CCD
(via the amplifier and converter) and

sends it on to the JPEG compression
chip.

-+ TIMING AND DRIVER
Governs the sequence of
operations of the CCD, am-
plifier, converter and video
display chip.

FLASH
MEMORY

LITHIUM
BATTERY

AMPLIFIER
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VIDEO DISPLAY CHIP

Receives the image data from the CCD
(via the amplifier and converter) and
sends it on to the JPEG compression
chip.

JPEG COMPRESSION CHIP

Receives the digital signal from the imaging sen-
sor system and compresses it into a JPEG-for
mat image for faster transmission. The degree of
compression determines image quality, file size
and frame rate; less compression produces bet -
ter image quality but larger file sizes and slower
frame rates.

= IRIS CONTROL BOARD

Controls the lens aperture setting. The amount of
light that reaches the image sensor must be con-
trolled because too much light can damage it by
overloading its processing capacity.
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ETHERNET CONTROLLER ETHERNET = TERMINAL BLOCK
Detects network settings and ’:OHT | e Accepts direct-
transmits data to the network. - current power.
CENTRAL PROCESSING UNIT i : | C

A Linux-based “computer
on a chip” that controls
and coordinates the
camera’s components.

AC POWER
CONNECTOR
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Online, All the Time, an All-Seeing Surveillance System

By JEFFREY SELINGO

N the 2001 remake of the film “Ocean’s
Eleven,” a band of thieves swilches
surveillance cameras pointed at a Las

Vegas casino’s sale to a recorded image of

areplica safe that they have built in a nearby
warchouse. By the time casino officials
discover that the safe they are monitoring
is not the real one, the thieves are well on
their way to making off with $150 million.

Instantly Before Your Eyes

Tiny digkal video camaras can send images to a server computer for storage or archiving o ship them di-
tectly to the Intemet. Such cameras add flexbility 1o surveitance and control systems and can offer con-

‘sumers constant updates on matters like traffic and weather conditions,

RAAGING SENSOH

A chip cabed & charge-
coupled device, or CCD,
captures the image the
camera “sees” by register
ing the location, color and
intensty of ight locused
by the lens,

CIRCIAT BOARD
CONNECTOR PING =

LENS ASSEMBLY
Tarnron lens with ocal
length of 3.5 to & millime-
ters and aperture setting
range of 11,4 to V90,

Source: Axis Communscanons

ALTO IS MOTOR HOUSTHG
‘Opens and closes the iris ac-
carding to instructions from
1he iris control bowrd

Fooling security systems always seems
to work in Hollywood. But in real life, it’s
not so easy these days. Not only are
surveillance cameras more common in this
era of increased concern about security, but
they are also much more sophisticated.

ETHERNET CONTROLLER

Detects network settings and
trangmits data 1o the netwark, -

CENTRAL PROCESSING UNIT
A Linux-based “computer

and coordinates the

LT
BATTERY

AMPLIFIER

chip.

Fe TG AND DRIVER
Govems the saquance of
operations of the CCD, am-
plifier, converter and video
display chip.

Le— 3 s —»]

an a chip” that controls o

VIDED DESPLAY CHIP
Recaives the image data from the CCOD
(via the amplifier and converter) and
sends it on 10 the JPEG compression

Such systems no longer depend on a
limited number of analog cameras with
dedicated fiber optic wiring and banks of
monitors connected to video recorders.
Today, so-called network cameras use
digital images, which can be easily stored

ETHERNET . TUHMINAL OGS
pome oA Accapts direct-
i o curment powes,
| . &
y : »
.
e AC POWER
CONNECTOR

JPEG COMPRESSION CHIF

Recaives the digital signal from the imaging sen-
sor gystemn and comgeesses it into a JPEG-lar
mat image for laster ransmission. The degree of
compression determines image qualty, file size
and frame rate; less compression produces bet -
ter image qualty but larger file sizes and siower
frame rates.

T IRIS CONTROL BOARD

‘Controds the lens aperture sefting. The amount of
light that reaches the image sensor must be con-
tralled because too much light can damage it by
overloading its processing capacity.

A TYPICAL NETWORK

In & citywicle surveillance system, cameras in various places send im-
ages theough a router and a high-speed modem o an Intemetl service
provider. Law enforcement users then view them on the Web.

THAFFIC  MONUMENTS  BUILDINGS
Camera
locations.
| ewssveen DM wrenwer semnce
Hetwerk "'rﬂ“.:": \,_""'@L;qug
i
Viewing
devices
DERKTOR LAPTOR HANDHELD

The Sew York Times, usTarion by Fionk C'Conne
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and manipulated onr a computer server and
moenitered from remote locations by using
the Internet. Tiny cameras can be added
a security system, sometimes for temporary
use. by simply hooking them up to a
computer network. I s even possible to
route video from analog cameras through
servers that wrn their images into digital
prlctares.

“Two PO servers can now do all the
recerding that wsed to take 100 VIR s, said
Fredrik Nilsson, director of business
developiment. for Axis Communications, a
Swedish company that sclls network video
camoras.

The systems Lave become popular with
school officials and managers of shopping
inalls and convention centers and wilh Jocal
and stale transportation departments, which
provide live pietires that moiorists can view
over the Infernet betore hewding out. *The
Wggest advaniageis that i uses the exisling
infrastructure.” Mr. Nilsson said. “I's as
easy as plugging the camera inte a computer
nelwaork,”

Bul the ease with which the high-tech
surveithanee catneras can e sel up and used
worties people who are concermed about the
irvazion of privacy. The Washington Police
Deparitent carne under fire Tor a sysiem it
purchased from Axis that enables it to
moertor activities through a network of
cameras mounted at busy intersections, in

the subway system and at tourist sites like
the National Mall.

The system. which s activated during
heightened terrer alerts, allows the
authoritics to manipulate the cameras =0
they can, Tor instance, pan and zoom mon
activity they consider suspicious. The
remote access also means that officers can
view images on compaler monitors installed
in squad cars.

Axis also supplied cameras to the Salt
Palace Conveniion Cenler i Sall Luke
City Tor the 2002 Winter Olympics. Bart
Allen, director of operations at the
convention comter, which comtinues o uae
the systemn, said the cameras were
econemical and improved security. With the
cenler’s old anaog syslemn, he said, securily
guards could record the images from only
5 of the 30 cameras located around the
center ab any one time “Sao i something
happenad in an arca we weren’t recording,
we didn't have a record of it Mr. Allen
safd, Now, miages ab all ¥4 locations can
be recorded.

What's more. because catieras cun casily
be added or mioved anywhere a netwaork
connection is available, the svsiem can
cover much more ground than an analeg
system. If a vendor brings valoable
equipment {o a rade show al the convenlion
center, for example, Mr. Allen said, he can
set up a camera fo watch it. Network

cameras can be programmed to recard enly
when there is movement in the field of
vision so thal no compuler memary is
wasted ot monitoring empty rooms. And it
is casicr to find a specific moment on a
digitized video, as anyone whao has tried to
locate aspecific scene inamovieon a DV
of a videotape knows,

The new system has already Foiled
burglaries al the convenlion center, Mr.
Allen said, “We put a camara on a bunch of
laptops in aroom and we ended up catching
one of our own sceurily grards helping
himself to a few of them.” he =aid. “Big
Brother s overywhere.”

Sean (rogan, vice president for
operations for Springfield Food Cowrt, a
company thal operales food courls m
shopping malls and airports, said he was
arraenad 10 the network cameras becouss
they can store adigital archive at hirle cost
With his old analog svslem, he had a
videotape for each day of the week. Lach
Tuesday, for instance, he faped over the
previous Tuesday’s tape.

When the company was suerd recently by
an employee who cluimed o have Fallen at
work four months earlier, Mr. Grogan was
able to find the digital images from that day
on his compuler server. [t showed that no
one had fallen, he saick 0 we had the old
swstem,” e said, “it would have been my
word against theirs.”
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